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Cyber Warfare – How to deal with it? 

 

  Malala Yousafzai, youngest recipient of the Nobel Peace Prize and a survivor of 

terrorism, boldly stated before the United Nations that, "One child, one teacher, one book, and 

one pen, can change the world."  Her uncompromising ardor for education has helped transform 

attitudes of world leaders about the importance of combating extremism.  In our modern world of 

cyber-attacks and cyberterrorism, promoting science, technology, engineering, and math skills to 

our children becomes critical to training the next generation of technology innovators. Education 

in the matters of coding and other computer science skills is essential to ensuring that the United 

States has the most formidable future task force of software specialists, hackers, and technology 

experts. By increasing curriculum focused around STEM fields and promoting activities such as 

robotics and coding to our youth, we can equip for the next cyber-attack in our future before it 

even happens. Furthermore, curriculum in military training should emphasize awareness of the 

reality of a cyber threat and increase protocols about how to respond and mitigate such threats. A 

collective shift towards more emphasis on the field of cyber-security would increase awareness, 

resources, and people willing to help defend our great nation. 

 In addition, the Department of Defense and the private sector should increase cooperation 

and information sharing to solidify the commitment of the United States government to 

protecting its citizens and private companies to ensure that they are not the next victim of 

malware and cyberterrorism. Working with agencies in the private sectors, the Department of 

Defense should help educate, train, and reinforce the security of our nation’s critical 

infrastructure. This could include defense specialists working with IT consultants in the private 
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sector on how to strengthen the security of our private sector businesses and prevent the spread 

of cyber viruses. Education in the workplace about preventing malware would help increase 

vigilance to suspicious emails and other vulnerable pathways into our cyber network. As CNN 

reports that over a million new malware threats are released each day, it becomes critical that our 

nation is equipped and solidified in how to deal with such aggressions against the United States. 

 Within the Department of Defense, the budget should be allocated towards more funding 

of cyber defense research and an overall shift to cyber defense in this new age of warfare. This 

means increased investment in satellite technology and other infrastructure that is critical to 

maintaining the cutting edge in cyber warfare. Increased funding should also go into research 

and development in the private sector as we need the latest technology and technological 

advancement to combat the growing risk of a hack against our nation. 

 The threat of cyberterrorism and cyber warfare is real, but so is the determination of the 

United States government and United States military. As Malala Yousafzai said, one child and 

one pen can change the world. Equipping the next generation with the tools and education 

necessary to combat cyber threats, coordinating with our private sector, and advancing the 

emphasis of cyber warfare in the Department of Defense is critical to ensuring the United States 

of America remains the leader in the digital age – for the cost of not doing so is far too great. 

 


