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Cyber Warfare-How to deal with it? 

 

With the Apple II, Commodore 64, the Atari and Super Nintendo gaming systems that 

featured Pac-Man and Donkey Kong video games, home computing was at its peak in the 80s.   

Only twenty years ago, computers were a luxury in many homes. Today, not only does virtually 

every home have a computer, but automated gadgets have become more of a necessity rather 

than a luxury.   This emergence of computers has brought high speed communication and 

wireless connections. While this has made life more convenient, it has also made many aspects 

of life such as protecting sensitive information more vulnerable. As technologies have advanced, 

so have the techniques and attacks of criminals and terrorists.  Cyber-attacks have become more 

appealing to many white collar criminals, threatening consumers, retailers and even national 

security. If we don’t make efforts to hinder these attacks, we put the world in jeopardy.  We must 

deal with two key problems cyber warfare introduces:  attacks are hard to prevent and hackers 

eventually find ways to circumvent security measures, but there is good news in a solution to 

deal with it all. 

 Many countries in the world have become cyber adept.  With more people being 

introduced to the cyber realm, attacks have become more frequent and harder to prevent. As 

cyber security evolves, so do hackers. They’re able to find ways to circumvent firewalls and 

encryptions, making them more difficult to stop. Oftentimes, when cyber criminals are caught, 

their true identity is hidden as they use remote access to control systems they hack.  After 

they’ve been stopped in an attack, hackers continue to modify their tactics and tools to return 

with more efficient ways to hack. Cyber- attacks have caused damage to military operations, 
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industrial and pay systems. They must be dealt with to ensure the prosperity of a technologically 

advanced future.  

 We deal with this insistent problem of cyber warfare by employing a hybrid 

countermeasure:  build better containment software and educate the public through information 

sharing.  The surest way to contain a cyber-attack is by trapping the hacker in the act. In order to 

effectively trap a hacker, a tripwire must be set to immediately detect criminal activity. After the 

wire has been tripped, containment should occur, locking escape avenues to prevent the hacker 

from aborting what they’ve started. Containment leads to offender identification, prevention of a 

cyber- crime and/or threat neutralization with an increased chance of charging violators for their 

crimes. However, protection doesn’t stop after the threat has been defused. Next, we should 

analyze and update systems to ensure no repeat threats occur.  This guarantees cyber readiness 

for future attacks and a stronger countermeasure. New countermeasures must be shared. Without 

information sharing, vulnerability is still an issue. Hackers attack the weakest link, but through 

tool sharing and communication, public security is more effective, causing a greater deterrence, 

making attacks less frequent and more manageable. However, cyber security is not limited to 

software. People must be educated and taught how to effectively use automated and non-

automated means to protect vital information. Small things such as creating strong passwords, 

not clicking on unfamiliar links or opening strange e-mails can all discourage cyber invaders.  

 Cyber warfare is a very real threat in our modern society. It will run rampant if steps 

aren’t taken to stop it. The best way to deal with cyber criminals is to trap and identify the 

invader and the tactic used, adjust security measures and then educate and share modified tools 

with the public.  These countermeasures will provide defense for the local and national cyber 

interests.  


